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Hacrosuufi.AoKyMeHT OrlpeAentrer ueJIL{? nOlurraxy B o6nacrr4 3arrlr4Tbr raH$oprraaqr4H, o6o3Harraer
3a4arrrl, npI'IHIII'InbI I'I ocHoBHbIe nyrl4 o6ecne.reHrza zuSopnraquonuofi 6esonacuocTu (Aanee - IrIB)fAyK Po <Pocro6:r$lanaprrtoHl4t). Konuenuu s. flBlrflercs. 6asosrrN{ HopMarr,rBHo-unSopvrarlr4oHHbM
AoKyMeHroM r.r cny)ru{r ocnonofi 4lr:
- co3AaHI'Is eAnuofi crlcreMbl npaBoBbIX, opfaHl{3arlrroHHbx, TexHIzr{ecKHX, pexl,rMHbrx I{ r4Hbrx Mep,

o6ecnequsaloulux 3alrlrqeHHocrr |AYK PO <Pocro6nQznapruoHt4.f,)) B 
"r6op*uquounoft 

csepe;- pa3pa6orKl{ nporpaMM I'I Meponplztrrufi no o6ecneqenraro rzH$oplrauyroHnofi 6egonacnocrra fAyK
PO <Pocro6l(funaprr,roHl4.fl), rloAroroBKrz JroKaJrbHbrx HopMarr4BHbx AoKyMeHToB.

Opraunraqrq cucreurr I4E.
- fesepaDHltfi nupexrop onpeAenf,er HanpaBneHrr-s u Mepbr rro peuwrcarJuu Kouqenqzu

uuQoplraqrzoHuofi 6egonacuocru;
z fen bHbIII _ NPCNYCMATPI,IBArcT BbIACIEHI,iC

cpeAcrB r.r KoopArrHLrpyror pa6ory norpa3Aeneuuft no BorrpocaM
rexHurrecKr4x Mep IrIB e fAyK pO <pocro6:r$vrapMoHlr.f,),

srfi 4upexrop
Snnapnlouzx>

4. -flxosreea

LIB; o6ecneqnsaror BbrrroJrHeHr,re

noa6op nyqrrvx npaKTLrK Lr Lrx
BHeApeHVe;

- Pyxoeorureru rtonpa3.uereHzft - o6ecne.{[Baror BbrrroJrHeHr.re BceMr.r [o.qqr4HeHHbrMr4 corpyAHr4KaM14
ycraHo BneHnrrx rpe6 o nauuir I4B ;

- o6ecneqeHlze uE HenocpeAcrBeHHo na - pa6ounx Mecrax Bo3Jrafaercr Ha corpynHr4KoB
noApa3Aenelg'uit.

OreercrneHHocrb 3a Hapyuenrae rpe6onanufi lIF.
flo creneHra olacHocrr4 HapyrxeHr{sr4B rensrcs Ha ABe rpylrrbr:

- HapyuleHlr.g' noBJIeKIxI4e 3a co6oft HacrylneHlae HexeJraTeJlbHbrx Anfl
<Pocro6n$nnapMoHlls) nocneAcruafi (yreurcy nnlr yHr.rqroxeHr,re nu$oprra arJuu);

|AYK PO

- HapyueHl{{, co3AaBIxI4e rlpe.qrocblnKr4 HexeJrareJrbHbx ars |AYK PO <Pocro6-tsunapnroHr.rr))
no cnencrB rrfi (yrp o: a yH urrro )KeH rrs urrr yrp arbr Lt u Q opNrarlzu).

Creneul orBercrBeHHocrl4 3a Hapymenve rpe6osauuft JroKa,rrbHbrx HopMarr,rBHbrx aKToB g o6racrz
I4E onpe4eJlterct ucxol,s I'I3 pa3Mepa yuep6a, npuqr4HeHHoro |AYK PO <Pocro6"rr(funaprvroHrz.rr).
Pyroeo4urenla crpyKTypHbIX noApa3renenuft QunapMoHr4r, Hecyr nepcoHanbHyro orBercrBeHHocrb 3a
o 6ecneqen ue I4B B Bo3rnaBJrseMbrx r{Mr{ noApa3Aeleuuhx.

C HacrosqllM AoKyMeHToM - Konqenquefi uHQoprrrarluosnoft 6esonacHocru - pyKoBoAr4TeJrr{ Bcex
crpyKrypHblx rloApa3Aelesufi fAyK PO <Pocro6rQznapuovus>> o6szaHbr o3HaKoMr.rrbcr noA pocnr4cb.

I. BBEAEHIIE

LluQopruaquoHHaq 6erouaurocrr (I4E) ecrb 3arrlr4rrleHHocrb, coxpaHHocrb nH(popuaqr4oHHbrx
pecypcoB gr clyuafiublx, 3JIoHaMepeHHbIX r.ura rrpe3Bbr.rafiutrx BHyrpeHHr4x/euemuux sogAeficrsfifi u
c6oee.



o6qat' 3aAaqa IIE cocrol{r u r"""U":ruu"" yuep6a, B npeAcK a3aunu n HerrpepbrBHoM
rIpeAorBpaIrIeHuI,I Taxl4x nos.4eficrnufi. I4B, KaK BaxHa.[ KoMnoHeHTa o6ecne-{eHlr.rr ycrofi.{ueocrz
pa6oru fAyK PO <Pocro6nQLIJIapMoHrlt), o6ecne.rusaercs KoMrrJreKcoM opraHn3arlr4oHHbx,
TexHoJIofuqecKI,IX I,I TexHI,IqecKI4x peureHui,t u cucT)Na. OcuosH BLrIleHvIfl. I{ rIoJIt4Tr,IKa ZB o6osHarrarorc.f,
HacTorrq[rM AoKyMeHToM, a UMeHHO:

- rlenr4 {4 r.r}gh co3AaHr4r-cprcreMbr 3arrlr.rrbr;
- o6rerrri iarquru u ux xapaKrepr4crr{Ka;
- , aHaJrI'I3.plIcKoB, orlllcblBaroUuft $unaHcoBble noTepr{, yuep6 u rrorepr4 no.4pyrr4M Kpr{TepvrM;
- ocHoBHLie rlacctt Ia rlcror{HLKLI }Tpo3 ZE; neporrHocrb yrpo3 r{ yq3Br.rMocrb pecypcoB;
- ocHoBHrle npunqvnbl LI noAXoAbI K nocrpoeHr{ro crrcreMbr o6ecueqenut I4B, MeroAbr rr cpeAcrBa.

II. TIEJII4 U 3MATII,I

Ile;rrro crlcreMbl gdururu tBJr.rrerc.fi o6ecne.{eHr,re 6ecnepe6oftnofi pa6oru annaparHo-nporpaMMHbx
cpeAcrB fAyK PO '<Pocro6nsznaprvroHpl{), 

HerrpepbrBHar rroAAepxKa rpyAoBbrx npoueccoB u
IoKyMeHToo6opora, coxpaHHocrb I{ AocroBepHocrb un(fopuaqvoHHbx pecypcoB, rlx 3atuuqeHHocrb or
BHyrpeHHI{x 14 BHeIIrHzx eogAeficrnufi, a ranre [pu qpe3Bbr.rafiHrrx o6crosrelrcrBax.

Iryrn AocrrrxeHr{q ueneft MoxrHo BbrAeJrr{Tb B HecKoJrbKo uanpaueunfi:
1. Oprann:aqlrouHo-aAMlTHl{crparuBHbre Meportpfiq rvfl kr peFJraMeHTbr :

:a pa6orocnoco6nocrb r,r coxpaHHocrb pecypcoB fAyK PO
<Pocro6nQunapMoHlrt) qerblpex rpynn corpyAHr.rKoB: a) pyrono4arquft nepcoHrur 3a
BbIAeneHLIe cpeAcrB ua npuo6pereHl4e, pa3BeprblBaHr.re cucreM, flpr.rBrer{eHr4e clleuutullrcroB,
pa3Brrrr.re u up.; 6) roneunrx noJrb3oBarelefi; n) corpyanr4KoB oxpaHbr;

- oOsgarelrnoe ulatruponauue p&3Bvrrrrs.nHQopnraqrroHubx pecypcoB, TexHoJrorr.rfi z :au1zrrr,
.{nq AocrlzxeHlrt ycroftvzaocrl.I rpyAoBbrx npoqeccoB t4 AonroBpeMeHHbrx KoHKypeHTHbrx
IIpeHMyxlecrB;

- ueHTpanll3a{u.fl Bcex Meponputtuit rro 3aKyrrKe, ycraHoBKe anlaparHbrx r.r nporpaMMHbx
cpeAcrB, pa6 ore c ruo6rnuz BHerrrHr.rMr4 flocraBrrlr.rK atv'u I4T -y c ty r ;

- srrpa6orxa norrarnx noJIb3oBaHIax unQopuallr4oHHo-TexHorofllrrecKr.IMrz pecypcaMLr, rroJrutrprK
rloAAepxKa rloJlb3oBareleft, 4pyrl4x npaBoBbrx HopM 14 orBercrBeHHocrr.r no ZB .4ntr Bcex

_ 
rpynn corpyAHr4Kon (npu npr4eMe ua pa6ory, Ha nepkroA pa6orrr);

rc IrlT-pecypcau $ulapMoHr.ru.
2. HaAexnocrb, AocroBepHocrb arrrraparHoro r{ [porpaMMHoro o6ecue.renus:

- 3aKyrIKa o6opy4onanvls.v nporpaMMHoro o6ecrer{eHr4.rr roJrbKo r.r3BecrHbrx rrporr3BoAr.rrelefi z
npoIaBIIoB; I4crlonb3oBaHl{e nrrueH3r4onuoro nporpaMMHoro o6ecne.reHr.rr u pecypcoB;

- 3aIrII4Ta no nl4raHl{rc Bcefo o6opy.uonanur (lIK, Maprlpyrr43aropbr rr np.), pacnonoxeHrre
cepnepuoil u KoMMyHI4KaIIuosHofi TexHr.rKrr B npr4cnoco6lesurrx [oMerleHr4sx c
ofpaHLIqeHHbIM .4ocryloM LI KnkrMar KoHTponeM, HaJrlrque pe3epBHbrx MorrlHocrefi Arq
ualr6olee Kpr.rrnrrHbx y3noB ;

- o6.ssarenbHoe nonb3oBareJlbcKoe recrr.rpoBaHr4e, uacrpofixa HoBofo o6opyAonanua u

_ 
rrpofpaMMHoro ooecleqeHr.rq nepeA BBoAoM B sKcnnyaTaUr4lo;

AaHHbrx, nepr4oAr,rqecKoe pe3epBHoe
KorrvpoBaHvre x apxuBr.rpoBaHHe IaHHbrx;

- rlepuoruqecKoe coglaHue o6pa3on crzcreMHoro IIO cepBepoB n pa6o.rrax crau\uiz. Nrs
6ucrporo BoccraHoBJIeHLIt crlcreM;

- dusrrecxoe pesepsl,rposaune nau6onee Kpr,rrr.rtrHbrx cepBepoB, co3raHr,re KnacrepoB r{ [p.
3. Pa6ora c BHerrrHtrMrr nocraBrrlnKaMr.r u [oApqAqnKaMrr, ayrcopcrrHr:

- olpeneneHr4e rrpaBr4n pa6our c [ocraBrrlnKaMu ycJryr yr noAprArrr{KaMr{, BbrAeJreHr4e
pyKoBoAr4Tenr [poeKTa co cTopoHbr 3aKa3qnKa;
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Bcex [poeKTHbrx pa6oi KoMnJIeKcHbIM noJIb3oBareJIbcKI,IM TecrI{poBaHI4eM,

o6yuenuetr nomsoearerefi v [epr{oAoM onrrrrrofi gKcnJlyaraul{I{, ycrpaHeHl,Ie Bcex

HeonpeAenennocreft [epeA BHeApeHIreM;

- BbrnoJrHeHlre Bcex IrlT-pa6or BHyrprz Surapuonul4 ToJIbKo I4T-cnequanllcroM;

4. 3aUurqor BHeruHr{x rr BHyrpeHHrrx Bo3Aeficrnufi, orpaHuqeHuq npaB' KprrrlTo3alrlnra:
- " orrficaHue i,,leponpuqrrft, HanpaBJreHHbrx Ha npeAorBpaIIIeHI{e yTeqKr utt$opvraquu u

HecaHKuI{oHI4pOBaHHOf O AOCTyna;
- t-qrJpg.lereutae npaeur Aocryla u pa6omr corpyAHlrKon c unQopuauuonnofi cucteMofi, n t.'{.

oTBercrBeHHocrLI no 3aIUIrre or BI4pycoB;

- nliOop reinonornfi repe.qarru zntfopnaq[u, I{cIIoJIb3oBaHLIe uru(fponaHux (npu
HeooxOAI,IMocrH);

- supa6orxa npoue.{yp xoHrporspa6oru nuQopuauuoHnoft cl4creMbl (upororolupoBaHl4e

co6rnufi, arraJrr.r3 nporoKonoB, aHuurr{3 cereBofo rpaSnra, aHaJII,I3 pa6omt rexHl4qecKl4x

cpe4crn);
- uenpeprreurrft NaoHuropuHr - HcrroJrb3oBaHlre alnaparHo-rlporpaMMHblx cpeAcrB 3aIrII4TbI

. (uexcerenbre gKpaHbr, arTvBr4pycHbre lrporparrarrau) u pyqHoro MoHLITopI4Hra;

- 0usu.recrar saruura Lr 3arrlrrra rroMerrleHrrft, TexuuKu n 6yuaNnofi,uoxyuenrauuu or
nocropoHHl,Ix opraHoB 14 JIIrq.

III. OBbEKTbI 3AIUI{TbI

O6rerraurr 3arrlrrrbr flBrflercs. ncr un$opMallploHHo-rexHoJloruqecKa.f, untppacrpyKrypa fAyK PO

<<Pocro6lrfr4JrapMoHr.rs), a lrMeHHo, [oMerrIeHLIs, KoMnbrorepHoe, nepu(pepuftuoe, cereBoe

o6opyaonaHr{e u KaHaJrbr cBfl3v, HocrrreJrrz uuQoprvrauwt vt npofpaMMHoe o6ecneqeHl{e, AaHHbIe I{

un$opuauur, Synr<uuoHrlpoBaHr,re AoKyMeHToo6opora v rpyAoBbIX rpoqeccoB, BHyrpenHqt

ronrfu4enuuaJrb1afl unrpoprr.laqvrfl., T.e. Bce sJIeMeHru pa6or, HapyIxeHLIe I4 AOCTyn K KOTOpbIM BeAyT K

yurep6y H norep.flM.

floAleNaular 3arrlrrre ranQopuaqr4r Moxer HaxoALITbcn ua 6yuaxHblx HocI{TeJIflx, B 3JIeKTpoHHoM

Br{Ae, nepeAaBarbc.f, B BvAe sneKTplrqecKrrx crlfHanoa (reneQon, releQaxc, telexc), npucyrcrBoBarb B

Br4Ae aKycrr4r{ecKux u nu6pocurnanoB - n no:4yrunoft cpeAe uouelqenafi, 3aIILIcbIBarbct u

Bocnpolr3BoAr,rrbcr c rroMorubro rexHr.IqecKI,IX cpeAcrB (4uxroQoubl, BllAeoMarnuro(foHsl).

3.Uecr xe I{E KoHKperrr3r{pyercr.B y3KoM rroHrrMaHr{rr - KaK KoMnJIeKc LIHcrpyMeHToB no 3alULITe

nporpaMMHo-TexHr4qecKr{x cpeAcrn. Oua AoJrxHa o6ecnequsarb BbInoJIHeHue rpex ocrroeHrx ycrosuft:

1. llporpalrrvrHo-TexHr{qecKrre cpeAcrBa AonxHbI klcrrpaBHo pa6oratr B coorBercrBllLt c

ycraHoBneHnofi roHtfurypaquefi u nacrpofixauu.
2. Ha nporpaMMHo-TexHr4rrecKux cpeAcrBax AoJIxHo BbllorHqrbcs roJIbKo pa3pelneHHoe

uporpaMMHoe o6ecner{eHr.re - mo6sre Apyrlle nporpaMMbl, BLIpycbI, Tpo.f,Hbl, AayHnoaAepbl,

BHerrrHr,re [porpaMMbr He AoJrxHbr nonaAarb u aKTI4BI43lIpOBaTbCs B CLICTeMe.

3. .{ocryn K BHyrpeHHrrM pecypcaM zntpoprr,raUuounofi cl4creMbl AonxHbI I,IMerb roJIbKo

aBropH3oBaHHbIe cy6rerru corJlacHo cBoI4M npaBaM.

IV. OCHOBHbIE.KJIACCbI YIPO3

floa yrpo3aMrr I4B [oH[Marorcs noreHIILIanbHo Bo3Mox{HbIe HerarI4BHbIe eogAeficrnlls' Ha

3arrluuaeMyro unQoprrlaurllo, K rrllcny Koropblx orHocqrcs:
1. o6oPYlonauur vrLr

nporpaMM, Ae3opraHr,r3arJuu (fynrqraoHzpoBaHl4fl ollepaul4oHHbrx cllcreu pa6ouux crauqnfi,
cepBepoB, Maprlpyrr{3aropoB, cracreM ynpaBneHl{g. , 6az AaHHIIX, pacnpeAeJleHHbrx

Bbrqr.rcJrr.rreJrbHbx cereit, eosAeficrnur BLrpycoB, cruxrnfinsx 6e4creufr. rI LIHrIX Sopc-rr.taNopHblx
o6croqrerscre.



';
2. Vrbara cseaeHrafi, cocraBrsroqux xqnirepuecryro rafiny, ceKperbl I{ LIHyIo 3alrluluaeMyro

r"6opraur{ro, a raKxe r..rcKax(eHr4e (necanxquoHl{poBaHHas N4ol[0LIKauI{t, noA.qenra) rarofi
un$opuaquu;

3. Yreqra - HecaHKrlr.roHr.rpoBaHHoe o3HaKoMJIeHLIe c 3alquulaeruoft ranQopMalluefi nocropoHHLIX

nr{u (Hgcanrqr,ronzpoeannrrfi Aocryrr, KorIupoBaHLIe, xuuleuuIe a r.A.), a raKxe }'TeqKa.-
HgS-g,plrarluurro Kar{aJraM cBr3}r u 3a cqer no6oqnrx sneKTpoMarHI4THbx a3npeHur4;

.Llcro.rfi.{xu yrpos IrIB fAyK PO <Pocro6n$u:rapuoHlrs) noApa3Aenqlorc{ Ha:

- BHyrpeHTrrre, BbBBaHHbre AeficreI,tq]\an corpyAHI,IKoB, aBTopI,I3oBaHHbrx uorlsoearerefi

nu{opllauuouuofi cr4creMbr Aocryn il Kpaxa xon(bu.qenqualuroft uu$opuauuu,

[peAgaMepegHoe ucKaxeHr,re vrn yHr,IrrroxeHlze uH$opruaquz B cllcreMe, BbInoJIHeHIre

rur"nyrt"uufi, npnnoArruux r ucraiiteurzro pa6orrt clrcreMbl vura ee c6oto, neco6lroAenue
gJreMeHTapHbrx. [paBr,rJr 6egonacuofi pa6oru c nouroft, aKTI4BHrIMIT sJIeMeHTaMI'I na web-

cTpaHllqax, noRpexAeHLIe AaHHbIx B pe3ynbTaTe HeocTOpoXHbIX [efi,ctsuftIrT.L:,
- BHerrlHrre, Bbr3BaHHbre BHerrrHI,IMa gosAeficrsa.uMl{ - cereBble araKl4 Ia HecaHKIILIoHI{poBaHHoe

rrpoHI4KHoBeHr4e B KoMnbrorepHbre cerlr, BI4pycbI LI qepBl{ LI3 gneKTponnoft uo'{tu z web-crpaHllu,

crlaM, nepexBar HerarunQpoBaHHoro rpatprar<a u t A.',

- ecrecrBeHHo-TexHrrrrecKrre \r qpe3Bblqafiurte, BbBBaHHbIe uenpanzluroft excuyaraquefi

o6opyloralLrfl. 14 HerrpaBlrnbHbrM xpaHeHr4eM AaHHIIX, xpaNefi vrvl r43TflTI4eM KoMrlblorepoB'

6ynaxnrrx rr gJreKTpoHHbrx Hocrrrenefi, Qopc-MaxopHblllu o6crosreJlbcrBaMu, BbIXo.4oM Ir3 crpot
r4 np.

Becr nepeveHb I4croqHIrKoB yrpo3 Moxer 6rtrr cle4yroruufi:
- cruxuitHrte 6eAcrsur (noNapu, HaBoAHeHut' u t'n.);
- TexHr{qecKr{e aBapkrr4 (nnesannoe orKJIIoqeHI4e gneKTponkrrauns, nporeqKu 14T.T1');

- HecaHKqraouzponaHHoe [onyqeHue u4eHru$uxaropoB noJlb3oBaretefi. u ux naponefi, napolefi

Aocryna x o6ularur pecypcaM;

- HecaHKurzoHr,rpoBaHHar nepeAatra salllulllaerraofi uuSopMaIIlIu lI3 BHyTpeHueft (loxalsuofi) ceTI4 B

rno6ansuyro cem I,IurePner;
- yMbrrxneHHoe r4nr.r HeyN,rb[xJreHHoe pa3tnatueHlle 3alUuuaervrofi untfopMaIII4I{;

- x[uleHr,re (u:txrue) uocurelefi uHrpopuaUuu unv HecaHKUI{oHLIpoBaHHoe KolI4poBaHIce

unQopuaqura;
- xr4rrleHlle (u:trrue), Sutuuecxnfi sHeoA 143 cTpot TexHI'IqecKux cpeIcTB;

- rrocbrJrKa B cerb [aKeroB, Hapyuarculrx HopManbHylo pa6ory ceru (noNHue ARP-3anpocbl I'I

ARP-oreerbr, neperpy3Ka creKoB IP, ruuporoBelrlareJlbHue "tutopl,trr" u r.4.);
- BHeApeHr,re [porpaMM-TposHoB, pe3LrAeHTHbx npofpaMM, o6ecnequsarcul4x nonyqeHl'Ie rIoJIHofo

KOHrpOnr Ha.4 KoMrrbroTepoM; BHeApeHr{e AecrpyKTuBHbIX nporpaMM - BlrpycoB, ceTeBbIX uepnefi

u rp.;
- npoHrrKHoBeHr{e 3noBpeAHbrx nporpaMM rrepe3 Intemet (ronuponauue "3apaxeHHblx" Qaftlon,

r{epe3 anrrJrerbr r3brKa Javau o6rerrrr ActiveX), oneKTpoHHyIo noqry, rv6rue Ar4cKLr, CD-.qucra;

- nonya{eHr4e unrfoprraauuu o rorroJrorl4ll cerlr, [pLIHIIIrnax ee QynxuraoHupoBaHlrs,

xapaKTepl'I cruqecxoft raHQ opu au uv cervl v nu'f{acrK a ceru1,

- rpocnyrrr,rBaHr.re cereBoro rpa(praxa (c qenrro lonyrreH[fl un(foprnlaquu o cereBblx pecypcax,

Kerx[poBaHnbx napolflx, LrleHTlrQzxaropax rloJlb3oBare tefi u nP.) c ucloJIL3oBaHI4eM JIeraJIbHbx

pa6ouux cranqufi;
- npocnyurr4BaHr.re cereBofo rpatfrara c I4cnoJIb3oBaHIreM HeJIeraIIbHbx KoMrlblorepoB'

noAKJrroqeHHbrx K ceru Susrz.recxu (roxa,ruro) ulz y.IIaneHHo (Telnet, HTTP);

- BHeApeHr,re rexHrrqecKr.rx r4 nporpaMMHbIX cpellcrB cKpblTlloro cbeMa I'rntfopruaUuu c pa6ouux

cranuufi, cpeAcrB cBfl3kr, vt3 nouerqenufi fAyK PO <Pocro6ntpI'IJIapMoHI'It), B Koropblx

o6pa6arunaerct 3alrlnuaeMar unQopru a:q:l,fl;
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r.rcnoJrb3oBaHrre cneufiaJrbHbx MeroAoB ra rixnu.{ecKr4x cpeAcrn (no6ouune I'I3nyqeHlrs, HaBoAKLI

no rrenflM rrtrraHk1fl, gneKTpoHHbre 3aKJraAKIr, AI4craHuI4oHHoe cKpblToe BI4Aeo sa6moAenue urkr

QororpaQrapoBaHl4e, [pLIMeHeHI'Ie noAcnyi1rl4BaIoUII4X ycrpoftcrn, nepexBar 3neKrpoMarHl4rHbx

ltsryqeHl{fr u HaBoAoK n r.n');
I4CIIOJIb3QBaHne Ant AocTyIIa r< zutfoprr'ralll4lI TaK Ha3bIBaeMbIx "JIIOKOB", "A"tp" u "Ia3eeK" I'l

Apyrux sosNnoNHOCreft o6xoAa MexaH[3Ma pa3fpaHvIqeflvIfl, AOCTyna, Bo3HI{KaIOUI4X BCJIeACTBI4e

. uecoseDrrreHcTBa o6qecucreMHblx KOMIIOHe MHOfo
-;1 .

cr{creM, cI,IcreM ynpaBneHl'Iq 6azat.,r'u AP''

uporpaMMI4pOBaHI'It, npI'IMeH{eMbIx B aBTOMaTLI: crrcTe

He3aKOHHoe iloAKIIot{eHLIe cr1equalgrofi perI4cTpIIpFoIUeft anilapaTypbl K yoTp6ficreaNa LIII'I

ruHr.rqM cBrsra (nepexBaT MOAeM:FiOit u sancnuulruofi cnr:u);
yrr,ruruleuuoe r43MeHeHr4e ucnolrsyelloro npoIpaMMHOfO O6ecne'{eHlaq c

H ecaHKrllroHupon ahno ro c6 opa 3 arrluilIaeMofi unQ optvt a]qxvll T . L.

qeIbIO

V. OTIPEAEJIEHI{E PI4CKOB

Herarueurle rrocJIeAcrBI'Iq YrP03 :

- QuuancoBbre florepr,r, cBq3aHHbre c yrer{K oit urrupa3rnalneHl{eM 3alrlulqaeuofi uuQopr'rauzu (yuep6,

cs.f, : aH urtfi c H ap yrreHlaeu routf uAeHuI'IanbHo crz ) ;

- Qrananco""ta rr-aptr, cBr3aHHbre c yHr4rrroxeHl4eM I,I [OCJIeAyIouI'IM BOCCTaHOBJIeHI{eM yrpaqeHHoH

^ rlnsopMarluu u pecypcoB (yrqep6, csssauHlrfi c HaplTIeHI',IeM IIeJIOCTHOCTI{, AOCTyIIHOCTI',I

bHocrrl Qulapuonrzu, npocroeB lr rlorepl{, cBs3aHHbIe c

o6rsarelrctn;
- MopanbHble norepu, yruep6 perIyraIII4pI Sunapuouura'

Pelreuue o 3arrlr4Te KoHKperHbrx r,rH(foprvraqllou lo-TexHororl'IqecKl{x pecypcoB I4 crerleHl4 3aIIII4TbI'

$uHaucoeue r4 TexHlrr{ecKue perneHr4tr IIpI{HLIMaIoTCfl LIcxoAt LI3 IIeHHocTII pecypcoB no KpI4Tep[qM

BO3MOXHbIX pIrcKoB I{ BepoqTHOCTI',I yrpo3'

VI. MEPbI OEECTIEqEHI'Iq IIE

o6rqurr.ga MepaMr4 no o6ecueqenuro I4B fAyK PO <POCrO6nQunaprr'loHI'I.u) f,BIflIOTC'f,:

-aAMI4HI4cTpaTI,IBHo-IIpaBoBbIe,op|aHl43aIILIoHHbIeLipexl4MHbIe;
- TexHr4r{ecKr4e, ocHoBaHHbre Ha r,rcnoJrb3OBaHUr4 arrnaparHo-npofpaMMHbIX I{ cneIII4aJIbHbIX CpeAcrB'

o6o6uenurrft nepeueHb aAMr{HrrcTpaTIIBHO-IIpaBoB[,IX U OpraHI{3aIII{OHHbIX Mep:

l. Onpe.ueneulre 11paBoBo.o .tuiyca Bcex cy6rerron ornouennfi n rauQoprvraquonuofi cpeAe,

ycraHoBneg rte nxorBercrBeH"o.t, repeA fl yK Po <Pocro6l(fulaprr'loHl'It) qepe3 co6lrogenue

HopMarI'IBHbxaKToB'pernaMeHToBIrIIoJII'ITI4KnctfepeI4B'
2. pa:paoorrca flpaBr,rn sKcrrnyaraulr?r rexHr4qecKux vl nporpaMMHblx cpeAcrB (peuauenror'

nopr4ron) u rpaBr4n pearr4poBaHvrs. rtpvr HapyuIeHIrI4 pexllMa 6egonaurocru (noAo:peuufi' ua

HapylxeHrle).
3. O6y.renue Bcex corpyAHr,rKoB o6ecneqeuuro IrIE. PeuaueurupoBaHl4e pa6orH corpyAHI{KoB

oxpaHbl' 
'' "-'h^nrrqrrrtnrrrr*n' n6r-er<roR Ha 3alrrp )6xo'uurr'ocrz)'4. ArrecraUur rausoprtraqroHHblx o6ler1os Ha 3aIUnu1eHHocTb (npu uec

5. O6ecneqeHr.re [peeMcrBeHHOCTr{ upu paspa6orKe rexHoJIOfI4qecKI'IX I4 [porpaMMHbIX pemeurzft'

OneparunHoe peail{poBaHl{e (nueApeuue) Ha roqBrteHue HoBbx paspa6ororc e o6IacrLI

ranQoptuaulroHHbIX TexHoJIoruIr.

6. O$ecne.{eHlre [pI,IHIII'Ina pa3rpaHwrenrfl Aocryna:

reM, KOMy oHa rlpeAHa3HaqeHa I{ pa3pelneHa'

rautfopuaql4fl AoJDIGa 6urs AocryrlHa ronbKo

flpeAo craeJIeHI,Ie corpyAHLIKaM MIrHI{M aJIbH o



AocTaroqHbIX rlpaB no Aocryny x ran0oipMaL\LtLr, seo6xoAur'rbrx AJrr BbrnoJrHeHV s. vrMvr cBor{x
0y"nu"o"anbHbrx o6ssaHHocrefi .

7. Cosrauue e$Qexrranuofi cplcreMbl KoHTponr 3a BbrrroJrHeHVeM rpe6onauzfi JroKaJrbHbrx
HopMarI4BHbrx aKroB ZE. llomsoBareJll4 zH$opuaqvoHHblx pecypcoB AonxHbr 3Harb o Hailvqvu
cracreMbr KoHTpons r.r 3arrlnrbr uHQopuaqzra.

8. oBaEI4e HopMaraBHo-tpanonoft 6asrr no pa6ore c r<onQrz4euqualruofi
'14 cBeAeHpItMI'I BHyrpI4 (fznapuonuz v co cropoHHr4Mr.r opfaHr.r3arlprrMu.

Pagpa6orra - oleparl,IBHoro AoKyMeHTa exerHeBHoro [crroJrb3oB aHvrs,,. -..\
colepxarr]er uHcTpyKur{u.

:

O6o6ruennLrfi uepeueqb per(rrMHbrx Mep:
l. oupeaelenl4e nporycKHofo I4 nnyrpuoSreKroBoro pexr{Ma s fAVK Po <Pocro6n6zlapuo Hufl>>,

pa3fpaHl4r{eHl{e AOCTyna v xourpoll 3a AocrynoM B BbrAeJreHHbre rroMerrleHr.rr; r,rHcrpyKTax
coTpyAHrrKoB OxpaHbr;

2. Oupeleleuue fleper{Ht KpLITt4rIHofi nuyrpenneft,qorymeHrarlnpr (fzrapuour{rr, Mecr r.r cpoKoB ee
xpaHeHzr, I]OprIoK AOCTyrra u yHr4rrTox eHLrs'

3. oupegeleHze lteponpzxrufi v Aefiwsuil npn upesnruaftnrx o6crosrelrcrBax .rlJrr Bcex
rroApa3.4en enufi u cnyx6.

O6o6rueHHrrfi nepeveHb rexHnqecKrrx Mep:
1. o6ecneqenue 6esorxa3noft pa6orrt annaparHbx cpeAcrB, pe3epBr4poBaHr.re unQopuaqzu.
2. I4cnorssoearll4e JII,IIIeH3LIoHHoTo nporpaMMHoro o6ecneueuux; 3aKa3Horo nporpaMMHoro

o6ecneqeru4-s, npoureAllrero gran recrupoBaHlls r.r olbrrHofi exculyarauurr.
3. I4cnorssosaHl'Ie ceprllsuquponanHbx cpeAcrB 3arrlr4Tbr r,ru(poprraaquv rns. o6pa6orrcz, xpaHeHr.r,

v nepeAaql'r rou(fn4euqzalrnofi uH$oprtaquz, npv neo6xoguuocru ucrroJrbsoBaHr4e
3alrrnueHHbrx coeAl4Henzfi c lru$ponanlleM, B r{acrHocrr4, rns.y1ureHHbrx coe4nnennft.

4. flpone4enue KoMnneKcHofi aurnsupyurofi 3arrlr.rrbr.
5. Bne4penrze B cerb conpeuenuofi cr4creMbr o6uapyNeurzx eropNeuufi, MoHr.rroprzHr

HecaHKIIt4oHI4poBaHHofo noAKnror{eHLrr r< zH$oprvraurroHHLrM pecypcsM.
6. flponeleuze eQQexusHofi naporsnofi 3aullrrbr. ZcnomgogaHue e4nucrneunoft crrcreMbr

aBToppI3aIIurI nonbgosarereft v pa3rpaHl4r{eHl4s rrpaB Aocryna K pecypcaM cerr4 na 6ase
gonrenuoft rroAAepxKrz oleparllroHnofi cucretmr.

7. llpone4enze KoHTpon.u cocrosuus nporpaMMHoro Lr nnQopuaqr4oHHoro o6ecne.{eHzs
KoM[blorepoe (cocraea la qenocrHocrl'I nporpaMMHoro o6ecuerreHr{f,, KoppeKTHocrr4 HacrpoeK rr
r.A.) u Maprlpyrr{3aropoB (naprupyrnux ra6.nuq, Sumrpon, naponefi).

8. O6ecneqeuve pe3epBHoro KorrrlpoBanufl,.
9 ' flpone4euue MoHLITopI,IHra ref,TeJlbHocrr4 rroJrb3oBareneft (nxo4-Bbrxor B cr{creMy, Aocryn K

cereBblM pecypcaM I4 np.), [poBeAeHI{e KoHTpont rpa0urca cerrl Ha orAenbHbrx ee cerMeHTax.
10. tr4cnolr3oBaHl'Ie BHyrpeHHI4x IP-a4pecon vB Ar{ana3oHa, creqrzaJrbHo BbrAeJreHHofo lrnfl.

rlocrpoeHl4{ qacrHblx cereft. CosAauLIe (AeMlrnlrrapl{gosaHHofi 3oHbD) Ha crbrKe :roxallnofi ceru
Snnaprr,lounr4 r.r BHerrrHefi cerz.

11. BrtaeneHlle orreJlrHofi usornponanHofi no.qcerr4 Anr gKcrrepr.rMeHToB rro ocBoeHr4ro HoBbx
rexHoJlorufi z rectupoBaHl{Io [porpaMMHoro o6ecueqenr4s.,rua6o zcnorb3oBaHr,rs VMware cpe4.

12. OnpeaeJIeHI'Ie . refi.ctsuia ro pe3epBHoMy KollrpoBaHlrro u 3aurr4Te znQoplraqzu npu
vpe:asruafi Hux o6cro{TeJrbcrBax.

3ala\a o6ecue'IeHus I4B roJrxHa pelxarbcs cr{creMHo. 3ro ognaqaer, qro pa3rr.rr{Hbre cpeAcrBa
3aurLITbI (annaparulle, npofpaMMHble, Qusuuecxue, opraHlr3arlrroHHbre ra r..4.) .qonNnrr np"rl""r"a"
oAHoBpeMeHHo, Ha Bcex ypoBHtrx rznQoptraql4oHHoro 

.eeaznrogeficrBLrf, 
14 noA rIeHTpann3oBaHHbrM

ynpaBneHl'Iervr. flpu 3ToM KoMnoHeHTbI cl,IcreMbr AoJrxHbI "3Harb" o cyrqecrB oBaHuu 4pyr lpyra,
esalaNaoneicrBoBarb Iz o6ecre.{uBarb 3aIrIr4Ty KaK or BHerrlHrrx, TaK v or BHyrpeHHrzx yfpo3.
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Ap c e n a-n r e xHr{ r{e c K r4 x Mero A o s o 6 e c n e qe ais I4B

I

rrrr4poK u no45upaercr rrocne alaanrLlca Bcex pLrcKoB:

ii
;6eTr4i flpulrenrelrbre Mepbr 6esonacuocru

. i Mexcerengft_expau, aHrr4Br{pyc AJrr rxJrro3oe, vpN, aHanr.r3aropbr
i rourenra, IPS (Intrusion Prevention Systems - cr4creMbr rrpeAorBpaqeHr4q
i nropNenufi), PKl-pelrenrzr (public Key Infrastructure _ AoBepareJrbHbre
I orHorrreHrzr c noMorurrc qv Qponrx ceprnsrrKaroB, rroAnlrcbrBaeMbrx

\
-..':

flepuvrerp
:f.

Cerr

Xocr

flpuloNeuur

Iauurre

sNEKTPOHHOft NOUITT, CPETCTBA KOHTEHTHOfi SUITTPAIIIILI, 3AIIII{TA OT
yreLrKI{rrorexHr4qecKr4MKaHaJraM,cr{creMbrMoHlrropusraco6rttuit, 

i

3 ?-rqLr ra re-ne-Q-g..H- n-r-x c r.r cre M
Host IDS, crcrerniie C*arep"r, aHiurrr3aropbr nonr,rrr.rK OegonacHocrn. j

HI4CH-I,IC-

bIX, Tzx 6eqonacwr_TI4K OE3OTIACHOCTI,I,
cry"ner e
aqecKag BaHLIe, no4nncr), )mpaBneHr4e

i,qoc_ry-noM, ay-re-urzQ wKurJufl

iue: ----
i ,u ystems _ crrcreMbr o6napyxenza nropNenzft),
i MexcereBoe eKpaHI4poBaHHe, cKaHHepbr orIeHKr4 yr3Br.rMocrz (Vulnerability-

Assessment - VA), ayreuru(puKarlru, ynpaBneHn e AOCrynoM, ynpaBneHrae
IIO JII,ITI,IKAMIZ 6CS ONACHO CTI4, CPEACTB A KOHTPON.f, COACPXLIMO f O


